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Abstract 

 Location privacy is the privacy of our current or past locations. Location privacy also 

involves confidential or sensitive data when these are being released with location 

information. Such disclosures increase the risk of the re-identification of individuals who have 

the right to keep certain characteristics or facts about their lives private. This PhD has a focus 

on location privacy in crime data representations. Crime maps are a common practice and 

they frequently show crime incidents as a point distribution on a map. Each incident indicates 

where a crime occurred and very often these locations are the victims’ home addresses. Some 

countries publish crime data as they support the people’s right to know. Also, scientists need 

crime data at fine resolutions for their studies. However, location data can be initially re-

engineered and further linked with other personal information. Hence, disclosing accurate 

crime information may violate the victims’ right to privacy. On the other hand, disclosing 

“masked” (protected) crime information allows the information dissemination without 

compromising the privacy of the individuals.   

 This thesis aims initially to understand the risks, trends, and opinions on location 

privacy. Existing protection methods for confidential discrete location data as well as 

published warnings about disclosure risk were reviewed. With respect to the disclosure risk 

(or the re-identification risk), the reverse geocoding accuracy was examined and discussed as 

one of the re-identification tasks when retrieving addresses associated with crime-incident 

locations. Furthermore, the public’s perception on location privacy in the particular context of 

crime mapping was collected through interviews and further analyzed.  By exploring the 

current status of private geoinformation disclosure, a basis was created to achieve the second 

aim of this thesis, which is to offer cartographic display guidelines when crime data are 

presented on public maps or disseminated among stakeholders. Previous location protection 

methods were analyzed to identify which method is the most appropriate for crime incident 

visualizations. Spatial indices were developed to calculate how dissimilar the spatial 

information of the masked data is from the spatial information of the original data in regard to 

the information obtained via spatial crime analysis. To further minimize the spatial error, an 

adaptive form of a protection method was created by taking into account the underlying 

population density. The suggested method allows the setting of a predefined K-anonymity, 

and ensures that the masked points as well as the methods’ parameters can be safely disclosed 

without increasing the risk of re-identification. 

 Some of the findings can be extended for the use of other types of confidential discrete 

location data (e.g. health or demographic data). The research outputs of this thesis shed light 

on the disclosure risks and current practices and also assist potential “maskers” regarding the 

practical steps that are required to ensure that data are accurately visualized and shared while 

privacy is protected.  
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